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1 INTRODUCTION

The digital tachograph system has been introduced by Council Regulation 3821/85 as amended by
Council Regulation 2135/98 [1] and Commission Regulation 1360/2002 [2].

Commission Regulation 1360/2002 [2] includes in Annex 1(B) - Requirements for construction,
testing, installation, and inspection - the technical description of the digital tachograph system.
Increasingly detailed technical information is contained in a series of eleven appendices to Annex |

(B).

With regard to the key management issues addressed by the Annex 1(B); Appendix 11 requirement
CSM_007 [6] states:

At European level, a single European key pair (EURSKX and EURPK) shall be
generated. The European private key shall be used to certify the Member Sates public
keys. Records of all certified keys shall be kept. These tasks shall be handled by a
European certification authority, under the authority and responsibility of the
European Commission.

Annex [(B) Appendix 11 requirement CSM_008 states:

At Member Sate level, a Member Sate key pair (MSSK and MSPK) shall be
generated. Member States public keys shall be certified by the European Certification
Authority. The Member Sate private key shall be used to certify public keys to be
inserted in equipment (vehicle unit or tachograph card). Records of all certified public
keys shall be kept with the identification of the equipment to which it isintended. These
tasks shall be handled by a Member Sate certification authority. A Member State may
regularly change its key pair.

Annex [(B) Appendix 11 requirement CSM_009 states:

At equipment level, one single key pair (EQT.K and EQT.PK) shall be generated and
inserted in each equipment. Equipment public keys shall be certified by a Member Sate
certification authority. These tasks may be handled by equipment manufacturers,
equipment personalisers or Member State authorities. This key pair is used for
authentication, digital signature and encipherement services

An overview of the security measures required by the digital tachograph system is contained in the
Common Security Guidelines[3].

Information and guidance on the processes to be implemented at the Member State level are
provided by the Guideline and Template National CA Policy for the Digital Tachograph System[4].

This policy is developed according to the guidelines presented in Section 8 Framework for the
definition of other certificate policiesof the ETSI standard TS 102 042 Policy requirements for
certification authoritiesissuing public key certificates[5].

The ETSI TS 102 042 standard was chosen for its concise and comprehensive description of current
best practices in the implementation of a PKI. The ETSI standard does not provide solutionsto all
of the requirements of the Regulation, and so conformity to ETSI TS 102 042 is not appropriate.

1/25 S.P.1.04.16 EC JRC IPSC NPNS



2 ROLES AND RESPONSIBILITIES

2.1.

2.2.

2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

2.11.

2.12.
2.13.

The European Commission service responsible for the ERCA policy is referred to hereinafter
as the European Authority.

The contact address of the European Authority is:

European Commission

Directorate General for Transport and Energy
Unit E1 — Inland Transport

Rue de Mot, 28

B-1040 Bruxelles

The European Commission service responsible for implementation of the ERCA policy and
for the provision of key certification services to the Member States is referred to hereinafter as
the ERCA.

The contact address of the ERCA is:

Digital Tachograph Root Certification Authority
Non-proliferation and Nuclear Safeguards Unit
European Commission

Joint Research Centre, Ispra Establishment (TP.360)
ViaE. Fermi, 1

[-21020 Ispra (VA)

The European Authority appoints the organisation which implements the ERCA policy and
provides key certification services to the Member States.

The European Authority shall ensure that the ERCA has the resources required to operate in
conformity with this policy.

Complaints from Member State Authorities about the key certification services provided by
the ERCA shall be addressed to the European Authority.

The European Authority shall manage the ERCA policy change procedure described in
Chapter 8.

The ERCA shall document its implementation of the ERCA policy in a Certification Practices
Statement.

The ERCA shall make the contents of its CPS available to Member State Authorities and / or
Member State Certification Authorities on a“need to know” basis.

The ERCA shall maintain records of its operations as appropriate to demonstrate conformity
with the ERCA policy, and shall make these records available to the European Authority on
demand.

This ERCA policy was approved by the European Authority on 12" December 2003

Information on the structure of the European Commission is publicly available on the Internet
(see for example http://europa.eu.int/comm).

EC JRC IPSC NPNS S.P.1.04.16 2/25



3 ERCA POLICY MANAGEMENT

3.1. Thepolicy of the ERCA applies only to the cryptographic keys and key certificates used in
the mutual authentication, secure messaging and digital signature mechanisms of the digital
tachograph system described in Annex 1(B) [6] and 1SO/CD 16844-3 [7].

3.2. Public key certificates issued by the ERCA are intended for purposes as mandated by the
Regulation only.

3.3. Subscribersto the ERCA are restricted to the Member State authorities according to Annex |
(B) Appendix 11 requirement CSM_008 [6].

3.4. Business and security requirements for the ERCA are described in Chapter 4 of this
document.

3.5. The ERCA policy isavailable in electronic form from the web site http://dtc.jrc.it

3.6. ERCA documents shall be drafted in English. Translations may be available, but only the
English version is authoritative.

3.7. Officia communications between the ERCA and Member State Authorities shall use
registered mail.

3/25 S.P.1.04.16 EC JRC IPSC NPNS



4 ERCA BUSINESS AND SECURITY REQUIREMENTS
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N Kmy, < [ Jem
Km,,c
if Workshop card
Security Requirements for Transported Data
—» Integrity, authenticity Secure and controlled environment

—— P Confidentiality, integrity, authenticity

Figure 1: Description of Annex 1(B) key management

The key and certificate management in the digital tachograph system is depicted in Figure 1. Four
entities are present: the ERCA; an MSCA; a card personalisation centre; and equipment
manufacturers. The subscriptsi and j denote the different member states (i) and card types (j); the
vehicle unit equipment typeis 6.
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The certification service provider (CSP) in Figure 1 creates and maintains an appropriate secret
encryption key and uses it to validate digital tachograph security data, only after verifying that the
data to encrypt are complete, correct, and duly authorised.

The component (i.e. card, vehicle unit or motion sensor) personaliser (CP) in Figure 1 inserts
validated security datainto digital tachograph equipment by appropriately secured means.

Abbreviationsin Figure 1 are as defined in Annex [(B) Appendix 11 [6], 1ISO / IEC 16844-3 Motion
sensor interface[7] or Chapter 11 of this document.

4.1 Security Requirements

4.1.1 The operational procedures of the ERCA conform to the Commission Provisions on Security
[8] (see also Section 4.4 ERCA Asset Classification below).

4.1.2 The ERCA shall maintain the confidentiality of the root RSA private key and of the copiesit
keeps of the motion sensor master keys.

4.1.3 The ERCA shall maintain the integrity and availability for the purposes designated in the
Regulation, of the root RSA key pair; and of the motion sensor master keys.

4.1.4 The ERCA shall verify the authenticity, integrity, and unigueness in the domain of the
Regulation of every MSCA public key modulus and key identifier submitted for
certification.

4.1.5 The authenticity and integrity of the ERCA public key and MSCA RSA public key
certificates shall be maintained during the entire lifetime of the keys.

4.1.6 The confidentiality, integrity, and authenticity of the motion sensor master keys shall be
mai ntai ned.

4.1.7 The ERCA shall not generate RSA keysfor aMSCA.

4.1.8 The ERCA shall distribute the motion sensor master keys and MSCA public key certificates
on a"need to know" basis.

4.1.9 The ERCA shall maintain the integrity and availability of the MSCA public key certificate
records.

4.1.10 The ERCA shall make available the ERCA RSA public key; and shall publish MSCA public
key certificate revocation status.

4.1.11 The ERCA shall distribute test keys and maintain the integrity of test keys and certificates
generated according to the Regulation for interoperability purposes.

4.2 Business Requirements

4.2.1 The MSCA RSA keys may be changed regularly. It is anticipated that each Member State
will need only a small number of keys per year.

4.2.2 Key certification service from the ERCA shall depend on timely receipt of the MSA audit
reports demonstrating that the Member State is continuing to fulfill its obligations as laid
down in the approved M SA policy.

4.2.3 Thetime required for the ERCA to supply a MSCA public key certificate must be
determined solely by the time required for correct execution of the ERCA procedures.

4.2.4 The ERCA will impose no limit on the number of MSCA keysthat it will certify. However,
if MSCA keys are distinguished only by the keySerial Number field in a
CertificationAuthorityKID (Annex |(B) Appendix 1 —Data Dictionary Section 2.36), the
number of unique keys traceable to a M SCA will be limited to a maximum of 256.

4.25 The ERCA services (key certification and distribution) require low availability. Integrity and
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authenticity during transport will be assured by procedural means (EU diplomatic courier).
Turnaround time of one month is guaranteed.

4.2.6 Therequired lifetime of the ERCA keysis not defined in Commission Regulation
1360/2002 [2]. The ERCA shall therefore maintain the RSA root key pair and the motion
sensor master keys for a period of thirty years. Maintenance shall mean: confidentiality,
integrity, and availability of the RSA private key, the motion sensor master keys; and
integrity and availability of the RSA public key.

4.2.7 The ERCA assumes that technological progress over the next thirty years will render itsIT
systems obsol ete. M easures to manage obsolescence are defined in the CPS.

4.3 Approval of MSA Policy

4.3.1 The objective of the approval processisto assure comparable levels of security in each
Member State.

4.3.2 The ERCA shall review the MSA policy for conformity with the requirements defined in
Section 5.3 Requirements of this document.

4.3.3 The ERCA shall provide key certification servicesto aMSA only if the outcome of the
policy review provides sufficient grounds to judge that the requirements in Section 5.3 of
this document will be met.

4.3.4 The ERCA shall archive the policy review report and the MSA policy for reference
purposes.

4.4 ERCA Asset Classification

In the following table, the column titlesC, |, and A denote the security requirements of
Confidentiality, Integrity, and Availability. The possible security levels are: X (very high); H
(high); M (low to medium), according to the following definitions:

X (very high): breaking this security asset |eads to a complete breakdown of the overall security and
/ or functionality of the digital tachograph system. It is very difficult or even impossibleto
overcome the damage caused.

H (high): breaking this security asset |eads to severe security or functionality problems (at least
temporarily) in the digital tachograph system. It will be difficult and / or time consuming to
overcome the damage caused.

M (low to medium): breaking this security asset leads to (at most) limited security or functionality
problems in the digital tachograph system. It islikely that these problems will be quickly
recognised and / or can be easily cured.

The column Security Classification contains the EU security classification described in the
Commission Provisions on Security [8]. Four levels of security classification are defined:

EU Top Secret: This classification shall be applied only to information and material the
unauthorised disclosure of which could cause exceptionally grave prejudice to the essential interests
of the European Union or of one or more of its Member States.

EU Secret: This classification shall be applied only to information and material the unauthorised
disclosure of which could seriously harm the essential interests of the European Union or of one or
more of its Member States.

EU Confidential: This classification shall be applied to information and material the unauthorised
disclosure of which could harm the essential interests of the European Union or of one or more of
its Member States.

EC JRC IPSC NPNS S.P.1.04.16 6/25



Asset I A Security Remarks
Classification

ERCA.SK H M EU Confidentia

ERCA.SK Backup H M EU Confidential Two backups, one off-site.

ERCA.PK H M Unclassified Recipient (MSCA) requires
proof of origin (ERCA).

KmVU, KmWC, H M EU Classification not applicable

Km asassets are inserted in field
equipment.

Recipient (MSCA) requires
proof of origin (ERCA).

Backups of KmV U, H M EU Confidentia Two backups, one off-site

KmWC, and Km

Test keys H Unclassified Test key identifiers shall be
included in MS.C Records.

ERCA Key X M Unclassified Used only once. Requirements

Generator apply to key generator software
before use.

ERCA Certificate X M EU Confidential Physical access controls

Signing System required. Requirements do not
apply to software.

MSKCR X M Unclassified Recipient (ERCA) requires
proof of origin (MSCA).
ERCA requires proof of
knowledge of corresponding
private key.

ERCA must establish
uniqueness in the domain of the
Regulation of MSCA key.

MS.C M M Unclassified Recipient (MSCA) requires
proof of origin (ERCA).

MS.C Status H H Unclassified Online certificate status

Information information.

MS.C Records H M EU Restricted Record of certificates issued by
the ERCA becomes only proof
of validity of aMS.C in case of
ERCA.SK compromise.

ERCA CPS M M EU Restricted

MSA policy M M Unclassified

MSA Evaluation M M EU Restricted

Report

Table 1; ERCA asset classification

EU Restricted: This classification shall be applied to information and material the unauthorised
disclosure of which could be disadvantageous to the interests of the European Union or of one or

more of its Member States.

The highest EU security classification deemed appropriate for the purposes of the Regulation is EU

Confidential.

7125
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5 MSA OBLIGATIONS

5.1 Responsibilities

5.1.1 TheMSA shall produce and maintain aMSA policy covering the following processes,
where applicable:

a) issuing of tachograph cards, including keys and certificates;
b) issuing of vehicle unit keys and certificates;

C) issuing of motion sensor keys,

d) management of the Member State keys.

5.1.2 The operation and management practices related to these processes shall be documented in
practices statements approved by the MSA.

5.1.3 TheMSA shall be responsible for the provision of English versions of the MSA policiesto
the ERCA.

5.1.4 TheMSA policy may consist of a collection of documents, as appropriate to the organisation
of its component services.

5.1.5 Requirements on the content of the MSA policy are laid down in Section 5.3 of this
document.

5.2 Submission of MSA Policy to ERCA

5.2.1 The objective of the submission of each MSA policy to the ERCA isto demonstrate
comparable levels of security in each Member State.

5.2.2 TheMSA shall submit the MSA policy in aformal communication to the ERCA.

5.2.3 TheMSA policy shall be accompanied by arational e addressing each requirement of
Section 5.3.

5.3 Requirements

Formal Requirements
5.3.1 TheMSA policy shall identify the entities in charge of operations.

Member State Key Pair Generation (RSA)
5.3.2 The Member State key pairs shall be generated and stored within a device which either:

a) iscertified to meet the requirements identified in FIPS 140-2 (or FIPS 140-1) level 3 or
higher [9];

b) is certified to be compliant with the requirements identified in the CEN Workshop
Agreement 14167-2 [10];

c) isatrustworthy system which is assured to EAL4 or higher in accordance with 1SO
15408 [11]; to level E3 or higher in ITSEC [12]; or equivalent security criteria. These
evaluations shall be to a protection profile or security target.

d) is demonstrated to provide an equivalent level of security.

5.3.3 Member State Key Pair generation shall take place in a physically secured environment by
personnel in trusted roles under, at least dual control.

EC JRC IPSC NPNS S.P.1.04.16 8/25



534

535

The Member State Key Pairs shall be used for a period of at most two years starting from
certification by the ERCA.

The generation of new Member State Key Pairs shall take into account the one month turn-
around time required for certification by the ERCA (see Section 4.2.5).

ERCA Key Certification Request

5.3.6

53.7

5.3.8

539

The MSA shall submit MSCA public keysfor certification by the ERCA using the key
certification request (KCR) protocol described in Annex A.

The MSA shall recognise the ERCA public key in the distribution format described in
Annex B.

The MSA shall use the physical mediafor key and certificate transport described in Annex
C.

The MSA shall ensure that the Key Identifier (KID) and modulus (n) of keys submitted to
the ERCA for certification are unique within the domain of the MSCA.

Member State Key Pair End of Life
5.3.10 The MSA shall ensure that expired keys are not used for any purpose. The Member State

private key shall be either:

destroyed so that the private key cannot be recovered;
or

retained in a manner preventing its use.

Equipment RSA Keys
5.3.11 The MSA shall ensure that an equipment RSA key is generated, transported, and inserted

into the equipment, in such away asto preserve its confidentiality and integrity. For this
purpose, the MSA shall

ensure that any relevant prescription mandated by security certification of the
equipmentis met.

ensure that both generation and insertion (if not onboard) takes place in a physically
secured environment;

unless key generation was covered by the security certification of the equipment, ensure
that specified and appropriate cryptographic key generation algorithms are used;

The last two of these requirements on generation shall be met by generating equipment keys
within a device which either:

a) iscertified to meet the requirements identified in FIPS 140-2 (or FIPS 140-1) level 3 or
higher [9];

b) is certified to be compliant with the requirements identified in the CEN Workshop
Agreement 14167-2 [10];

) isatrustworthy system which is assured to EAL4 or higher in accordance with |SO
15408 [11]; to level E3 or higher in ITSEC [12]; or equivalent security criteria. These
evaluations shall be to a protection profile or security target.

d) isdemonstrated to provide an equivalent level of security.

9/25
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RSA Key General

5.3.12 The MSA shall ensure confidentiality, integrity, and availability of the private keys
generated, stored and used under control of the MSA policy.

5.3.13 The MSA shall prevent unauthorised use of the private keys generated, stored and used
under control of the MSA policy.

5.3.14 The Member State private keys may be backed up using akey recovery procedure requiring
at least dual control.

5.3.15 Key certification requests that rely on transportation of private keys are not allowed.
5.3.16 Key escrow isstrictly forbidden (see definition 12.1).

Symmetric (TDES) Keys
5.3.17 The MSA shall prevent unauthorised use of its motion sensor keys.

5.3.18 The MSA shall ensure that the motion sensor master key (Km) is used only to encrypt
motion sensor data for the purposes of motion sensor manufacturers. The datato be
encrypted is defined in the 1ISO / |EC 16844-3 standard [7].

5.3.19 The motion sensor master key (Km) shall never leave the secure and controlled environment
of the MSA.

5.3.20 The MSA shall forward the workshop card motion sensor key (Kmuc) to the component
personaliser (in this case, the card personalisation service), by appropriately secured means,
for the sole purpose of insertion into workshop cards.

5.3.21 The MSA shall forward the vehicle unit motion sensor key (Kmyy) to the component
personaliser (in this case, a vehicle unit manufacturer), by appropriately secured means, for
the sole purpose of insertion into vehicle units.

5.3.22 The MSA shall maintain the confidentiality, integrity, and availability of its motion sensor
key copies.
5.3.23 The MSA shall ensure that its motion sensor key copies are stored within adevice which
either:
a) iscertified to meet the requirements identified in FIPS 140-2 (or FIPS 140-1) level 3 or
higher [9];

b) isatrustworthy system which is assured to EAL4 or higher in accordance with SO
15408 [11]; to level E3 or higher in ITSEC [12]; or equivalent security criteria. These
evaluations shall be to a protection profile or security target.

Certificate Generation

5.3.24 The MSA shall possess different Member State Key Pairs for the production of vehicle unit
and tachograph card equipment public key certificates.

5.3.25 The MSA shall ensure availability of its equipment public key certification service.
5.3.26 The MSA shall only use the Member State Private Keysfor:

a) the production of Annex I(B) equipment key certificates using the ISO / IEC 9796-2
digital signature algorithm as described in Annex 1(B) Appendix 11 Common Security
Mechanisms [6];

b) production of the ERCA key certification request as described in Annex A..

c) issuing Certificate Revocation Listsif this method is used for providing certificate status
information (see 5.3.30).
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5.3.27 The MSA shall sign equipment certificates within the same device used to store the Member
State Private Keys (see 5.3.2).

5.3.28 Within its domain, the MSA shall ensure that equipment public keys are identified by a
unique key identifier which follows the prescriptions of Annex 1(B) [6].

5.3.29 Unless key generation and certification is performed in the same physically secured
environment, the key certification request protocol shall provide proof of origin and integrity
of certification requests, without revealing the private key.

Certificate Status I nformation
5.3.30 The MSA shall maintain and make certificate status information available.

Component Personalisation
5.3.31 The validity of atachograph card certificate shall equal the validity of the tachograph card.
5.3.32 The MSA shall prevent the insertion of undefined validity certificates into tachograph cards.

5.3.33 The MSA may allow the insertion of undefined validity Member State certificates into
vehicle units.

User Registration

5.3.34 The MSA shall ensure that users of cards are identified at some stage of the card issuing
process.

Disaster Recovery

5.3.35 The MSA shall ensure that ERCA is notified without delay of loss, theft, or potential
compromise of any MSA keys.

5.3.36 The MSA shall implement appropriate disaster recovery mechanisms which do not depend
on the ERCA response time.

General Security Requirements

5.3.37 The MSA shall establish an information security management system (ISMS) based on a
risk assessment for all the operations involved.

5.3.38 The MSA shall ensure that the policies address personnel training, clearance and roles.
5.3.39 The MSA shall ensure that appropriate records of certification operations are maintained.
5.3.40 The MSA shall include provisions for MSCA termination in the MSA policy.

5.3.41 The MSA policy shall include change procedures.

Audit

5.3.42 The MSA audit shall establish whether the Requirements of this Section are being
mai ntai ned.

5.3.43 The MSA shall audit the operations covered by the approved policy at intervals of not more
than 12 months.

5.3.44 The MSA shall report the results of the audit as mentioned in 5.3.43 and provide the audit
report, in English, to the ERCA.

5.3.45 The audit report shall define any corrective actions, including an implementation schedule,
required to fulfill the MSA obligations.
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6 ERCA PRACTICE

The ERCA shall provide the following services to the MSCAs:
a) Registration;
b) Certificate Generation;
c) Distribution;
d) Revocation;

€) Revocation status.

6.1 Certification Practices Statement

6.1.1

6.1.2
6.1.3

6.1.4

The ERCA CPSisthe ERCA’s procedural document, which details how the ERCA policy is
enforced in day-to-day management. The document is developed by the ERCA. The ERCA
CPSisowned by the ERCA.

The ERCA CPS shall be treated as restricted information.

The ERCA shall provide its complete CPS to the MSCAs and provide any information
needed by the MSCAs.

The ERCA CPS shall be managed, reviewed, and modified following document control
procedures.

6.2 ERCA Key Generation

6.2.1

6.2.2

6.2.3
6.24

The ERCA RSA keys shall be generated in accordance with Annex |(B) Appendix 11
CSM_014[6].

Generation of the ERCA RSA keys, the motion sensor master keys, and their backup copies
is undertaken in aphysically secured environment by personnel in trusted roles under at
least dual control. The key generation ceremony is described in the ERCA CPS.

The ERCA shall not generate RSA key pairs for its Subscribers (MSCAS).

A suite of test RSA and motion sensor keys, including MSCA keys, equipment keys, public
key certificates, and source code, is available on request to the ERCA for the purposes of
interoperability testing.

6.3 ERCA Key Storage, Backup and Recovery

6.3.1

6.3.2

6.3.3

6.3.4

The ERCA shall maintain the confidentiality, integrity, and availability of the root RSA
private key and the motion sensor master keys.

The ERCA shall maintain only the following parameters of the root RSA key: the modulus
(n), the public exponent (e), the private exponent (d).

The ERCA RSA private key and the motion sensor master keys shall be backed up, stored
and recovered only by personnel in trusted roles using at least dual control in aphysically
secured environment.

Backup copies of the ERCA RSA private key and the motion sensor master keys shall be
subject to the same level of security controls as the keys in use. One backup copy of the
ERCA RSA private key and the motion sensor master keys shall be maintained off-site.

6.4 ERCA Key Distribution

6.4.1

The procedures for assuring confidentiality, integrity and authenticity during distribution are
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described in the CPS Informative Annex C.

6.4.2 The ERCA shall distribute motion sensor master keysin a secure fashion on a"need to
know" basis:

a) Km to MSCA s supporting motion sensor manufacturers;
b) Kmyy to MSCASs supporting vehicle unit manufacturers;
c) Kmwc to MSCA s supporting workshop card personalisers.

6.5 Key escrow
Key escrow is strictly forbidden. (see definition 12.1).

6.6 ERCA Key Usage

6.6.1 The ERCA RSA private key shall only be used for the production of MSCA public key
certificates as described in Annex I(B), Appendix 11, CSM_018[6].

6.6.2 The ERCA RSA private key shall only be used within a physically secure environment by
personnel in trusted roles under at least dual control.

6.6.3 All events of ERCA private key usage shall be logged.
6.6.4 The ERCA shall not use the motion sensor master keys for any purpose.

6.7 End of ERCA Key Life Cycle

At the end of thelife cycle, all copies of the ERCA RSA private key shall be destroyed such that the
private key cannot be retrieved.

6.8 Certificate Generation

6.8.1 The ERCA shall ensure that MSCA key certification requests are complete, accurate, and
duly authorised.

6.8.2 The ERCA shall ensure that, within the domain of MSCA public keys certified by the
ERCA, each MSCA public key has aunique Key Identifier (KID) and modulus (n), and that
it has not been previously certified by the ERCA.

6.8.3 The ERCA shall ensure that the MSCA has possession of the private key associated with the
public key presented for certification.

6.8.4 After successful distribution of anew MSCA certificate, the ERCA shall update the
certificate status information.

6.8.5 The ERCA shall only keep message digests of Member State public key certification
requests and of Member State public key certificates.

6.9 Certificate Validity

6.9.1 The ERCA will, by default, set the end-of-validity of MSCA public key certificates for
tachograph cards to seven years from the date of signature production.

6.9.2 The ERCA will only issue undefined validity certificates when the MSCA specifies that the
RSA keyswill be used for the production of vehicle unit certificates (see KCR protocol in
Annex A).

6.9.3 The ERCA shall use the end-of-validity specified by the MSCA KCR if it does not exceed
the limit defined in clause 6.9.1 above.
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6.10 Certificate Distribution

The procedures by which certificates are made available to MSCAs are described in the ERCA
CPS, and communicated to the MSAs.

6.11 Certificate Status Information

6.11.1 The status of MSCA public key certificates may be retrieved on line by any interested party
using the public certificate status information. [URL to be defined)].

6.11.2 Published certificate information shall consist of the Certificate Holder Reference, and
message digests of the certificate itself.

6.12 Certificate Revocation
6.12.1 The procedures for certificate revocation are described in the CPS.
6.12.2 A MSA can ask for revocation of its own MSCA certificates.

6.12.3 The authenticity and integrity of a certificate revocation request shall be established before a
certificate is revoked.

6.12.4 MSCA certificates shall be revoked on reasonable suspicion of compromise of the MSCA
secret key.

6.12.5 The ERCA shall maintain the integrity of the certificate revocation status information.
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7 ERCA MANAGEMENT AND OPERATION

7.1 Security Management

711

712

7.1.3

714

7.15

The ERCA administrative and management procedures, and the information security
management system are subjected to periodic audits under the Commission Provisions on
Security [8].

The ERCA retains responsibility for al aspects of the provision of certification services. No
ERCA functions are outsourced to subcontractors.

Any changes to the information security infrastructure that will impact on the level of
security provided shall be subject to areview under the Commission Provisions on Security
[8].

The operating procedures for ERCA facilities, systems and information assets providing the
certification services are subjected to revision control procedures defined in the ERCA CPS.

Security incidents are reported to the European Authority without unreasonable delay and at
least within 8-hours of their detection.

7.2 Asset Classification

721

122

The ERCA information assets are listed in an inventory and assigned a level of protection
requirements consistent with the business and security requirements of Chapter 4.

ERCA information assets assigned an EU Security Classification are subject to the
Commission Provisions on Security [§].

7.3 Personnel Security

731

732
7.3.3

734

7.3.5

7.3.6

The ERCA personnel are employees of the European Commission Joint Research Centre,
possessing the expert knowledge, experience and qualifications necessary for the services
offered and appropriate to the job function.

Personnel training is managed according to atraining plan described in the ERCA CPS.

Personnel appointment to trusted roles is managed through the vetting procedure described
in the Commission Provisions on Security [8].

Security roles and responsibilities are documented in job descriptions described in the
ERCA CPS. Trusted roles, on which the security of the ERCA's operation is dependent, are
clearly identified.

ERCA personnel job descriptions are defined from the viewpoint of separation of duties and
least privilege.

The following trusted roles are defined:

a) Officer: Responsible for authenticating MSCA key certification requests. Authorised to
produce RSA public key certificates for MSCAS,

b) Administrator: Responsible for generating ERCA RSA key pair and motion sensor
master keys. Authorised to install, configure and maintain the ERCA system for
certificate production;

c) Operator: Authorised to perform system backup and recovery;

d) Auditor: Authorised to view and maintain archives and audit logs of the ERCA
trustworthy systems.
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7.3.7 No single person shall be authorised to perform more than one of the trusted roles defined
above.

7.4 Physical and Environmental Security

Physical accessto the key and certificate generation services is limited under theCommission
Provisions on Security [8].

7.5 Recording of Information Concerning Certificates
7.5.1 ERCA certificate records shall consist, at minimum, of:

a) Certificate Holder Reference (CHR);

b) certificate end-of-validity (EOV);

and message digests of:

c) the modulus (n) of the MSCA public key;

d) the MSCA key certification request (KCR);

e) the MSCA certificate.
7.5.2 Theintegrity of key certificate records shall be maintained.
7.5.3 ERCA key and certificate management events shall be time stamped and logged.
7.5.4 Theintegrity of ERCA system event logs shall be maintained.

7.6 Disaster Recovery

7.6.1 Thefollowing incidents are considered to be disasters:
a) compromise or theft of the ERCA root key;
b) loss of the ERCA root key and / or the motion sensor master keys;
¢) IT hardware failure.

7.6.2 Intheevent of compromise or theft of the ERCA root key, the ERCA shall inform
immediately the Commission and the MSCAs and the Commission shall take appropriate
measures in areasonable delay.

7.6.3 Intheevent of loss of the ERCA root key, mutual authentication mechanismswill cease to
operate once the validity of the member state public key certificates expires. Thisincident,
from which there is, effectively, no recovery, is prevented by the use of multiple backup
copies of the root keys, on a variety of storage media subjected to periodic controls.

7.6.4 Intheevent of loss of the motion sensor master keys, recovery may be achieved by
transferring responsibility for the motion sensor master keys to an MSCA which holds any
two of Km, Kmyy, and Kmwc. Any key can be recovered given knowledge of the other two.
Measures to prevent thisincident are the use of multiple backup copies of the motion sensor
master keys, on avariety of storage media subjected to periodic controls. The way the
responsibility transfer will be achieved is outside the scope of this document.

7.6.5 Protection against IT hardware failuresis provided by redundancy, i.e. availability of
duplicate IT hardware. To protect against hardware obsolescence, the ERCA systems will be
reimplemented on new types of hardware, so that, at any moment, at least two systems
capable of performing certification operations will be available.
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7.7 ERCA Continuation

7.7.1 Inthe event of termination of the ERCA activity by the appointed organisation, the
European Authority appoints a new organisation responsible for implementation of the
ERCA policy and for the provision of key certification services to the Member States

7.7.2 The ERCA shall transfer its assets (see Section 4.4) to the European Authority ensuring that
confidentiality and integrity are maintained.
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8 ERCA POLICY CHANGE PROCEDURES

8.1.

8.2.

8.3.

The only changes that may be made to this policy without notification are editorial or
typographical corrections.

Changes which the ERCA may make to this policy with notification to the MSAs but without
comments from the MSAs are changes to the contact details.

All other changes to the ERCA policy shall be made only after notification to, and the receipt
of comments from, the ERCA and the MSAs, according to the following procedure:

a) The MSAsor the ERCA shall submit proposals for change to the ERCA policy to the
European Authority.

b)  The European Authority shall distribute proposals to change the ERCA policy to the
MSAs and to the ERCA.

c)  The European Authority shall set an appropriate period for comments.

d) TheMSAsand the ERCA may comment on the proposed changes within the defined
period for comments.

€)  The European Authority shall consider the comments and shall decide which, if any, of
the notified changes to implement.

f)  The European Authority shall notify the MSAs and the ERCA about its decision, and
shall set an appropriate period for the changes to be implemented.

9 ISSUES OF STANDARDS CONFORMANCE

9.1

9.2.

9.3.

9.4.

9.5.

ETSI TS 102 042 contains no provisions for the management of symmetric encryption keys
such as those used in the motion sensor (see ISO / IEC 16844-3 Motion sensor interface[7]).

ETSI TS 102 042 explicitly references ISO / IEC 9794-8 | ITU-T Recommendation X.509
Information Technology — Open Systems I nter connection — The Directory: Public-key and
attribute certificate frameworks[13].

X.509 certificates, which at the time of entry into force of the Regulation , are fundamental to
the operation of Public Key Infrastructures (PK1), were not adopted by the designers of the
digital tachograph system.

A proprietary public key certificate structure based on the standard 1SO / IEC 9796-2
Information Technology — Security Techniques — Digital signature schemes giving message
recovery [14], and incompatible with X.509, was devel oped for the purposes of the
Regulation (see Annex |(B) Appendix 11 [6]).

The signature minimisation step - described in Annex A, Section A.4 of the ISO / IEC 9796-
2: 1997 standard - shall not be performed during the production of Annex I(B) public key
certificates.
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11 ABBREVIATIONS

CPS Certification Practices Statement

CRL Certificate Revocation List

EA European Authority

ERCA European Root Certification Authority

ETSI European Telecommunications Standards I nstitute
KCR Key Certification Request

Km Motion sensor master key

Kmyy Motion sensor master key inserted in vehicle unit
Kmwc Motion sensor master key inserted in workshop card
MSA Member State Authority

MSCA Member State Certification Authority

PK RSA public key

PKI Public Key Infrastructure

RSA Rivest, Shamir, Adelmann (asymmetric encryption scheme)
SK RSA secret key

12 DEFINITIONS

12.1. Key escrow: the submission of a copy of akey to an entity authorised to use this copy for
some purpose other than returning it to the originating entity.
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ANNEX A: KEY CERTIFICATE REQUESTS

A.1 MSCA Key Certification Request

A.1.1 Thefollowing MSCA public key certificate request format and protocol shall be used by
the ERCA. Thisformat is based solely on security mechanisms already defined in the
Regulation. The protocol demonstrates that the entity (E) submitting the certification
request possesses the private RSA key (E.SK) associated with the public RSA key (E.PK)
whose certification by the ERCA is required.

A.1.2 Theentity (E) submitting the key certification request is identified by procedural means.

A.1.3 TheMSCA shall create the CertificateContent (164 bytes) according to the following rules:

CPl:  Certificate Profile Identifier. The value for thisfield is01h (1 byte)
CAR: Caertification Authority Reference. 8 byte octet string identifying the ERCA, as defined in
Annex |(B), Appendix 1, Section 2.36. Thisfield shall be the octet string:
‘FDh’ NationNumeric: European Community
‘45h" ‘43R *20h’ NationAlpha: ‘EC’
‘00h’ keySerial Number
‘FFh *FFh’ additionallnfo
‘0lh’ caldentifier
Test key requests shall contain the values ‘54h’, *4Bh’ (‘TK’) in the additionalInfo field.
CHA: Caertificate Holder Authorization. 7 byte octet string as defined in Annex 1(B) Appendix 1,
Section 2.34 having the value:
‘FFh’, ‘54h', *41h', ‘43R, *48h', ‘4Fh’
EquipmentType: 1 byte as defined in Annex 1(B) Appendix 1, Section 2.52
The MSCA shall specify the EquipmentType 6 (vehicle unit) when requesting an
undefined validity certificate.
NB: The ERCA shall set the EquipmentType to O (used to identify CA key certificates)
during signature production.
EOV: End Of Validity. 4 byte integer representing the number of seconds since midnight
January 1 1970 GMT, as returned by the Unix time()-function.
For undefined, i.e. unlimited, validity shall be ‘FFh’, ‘FFh’, ‘FFh’, *FFh’
CHR: Certificate Holder Reference. unique 8-byte octet string identifying the MSCA, as defined
in Annex 1(B), Appendix 1, Section 2.36.
n The modulus of the public key of the Certificate Holder; size 128 bytes (1024 bits)
e The exponent of the public key of the Certificate Holder, size of 8 bytes (64 bits)
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A.l4

With the CertificateContent as defined above, the MSCA key certification request is
prepared as follows:

Compute the SHA-1 hash of the CertificateContent (164 bytes), yielding HASH(Cc) (20
bytes).

Format HASH(Cc) as afully recoverable message embedded in a 1024-bit message
representative as per | SO/IEC 9796-2:1997 with implicitly identified SHA-1 hash: as
follows:

‘4Bh’ | eighty-five times ‘BBh’ | ‘BAh’ | Hash(Cc) | Hash(Hash(Cc)) | ‘BCh’

Produce the |SO9796-2 signature using E.SK, yielding SCc (128 bytes).
Concatenate Cc and SCc to give the key certification request (292 bytes)

The key certification request is processed by the ERCA asfollows:
Extract E.PK from the Cc field of the key certification request.
Open the SCc field of the key certification request using E.PK.

Verify the contents of the SO 9796-2 signature, yielding the recovered message Mr’ (20
bytes)

Compute the SHA-1 hash of the Cc field of the key certification request, yielding HASH
(Co) (20 bytes)

Reject the key certification request if Mr’ does not equal HASH(Cc)

A.16

A.l7

A.18

If the key certification request is accepted, the ERCA shall proceed with additional checks
on the certificate content. These checks are described in the following sections.

The ERCA shall communicate with the MSCA via an alternate channel to establish that the
key certification request is duly authorised.

During this communication, the ERCA shall check that the SHA-1 hash of the key
certification request is known by the MSCA.

A.2 Checks on the Value and Identity of RSA Keys

A21

A22

A.23

A24

A.25

A.2.6

The ERCA shall apply the following checks to each RSA public key, including test keys,
submitted for certification.

The modulus (n) shall be an odd integer, falling within the range:
21023+ 1<n< 21024_ 1

The modulus (n) shall be checked for uniqueness against the records of keys signed by the
ERCA.

The public exponent (€) shall be an odd integer, falling within the range:
3<e<2¥-1

The Certificate Holder Reference (CHR) shall be checked for uniqueness against the
records of keys signed by the ERCA.

The ERCA shall reject MSCA key certification requestsif any of the requirements above
are not satisfied.
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A.3 Checks on End of Validity and Equipment Type

A31

A.32

A.33

A34

A.35

A.3.6

A.3.7

The regulation identifies seven types of equipment (see Regulation 1360/2002 Annex |(B),
Appendix 1, Section 2.52 [2]).

Member State public key certificates inserted into four equipment types (driver, workshop,
control, and company cards) shall have alimited validity.

Member State public key certificates inserted into one equipment type (vehicle unit) shall
have an undefined validity.

Public key certificates are not applicable to manufacturer cards and motion sensors.

The ERCA shall check the equipment type specified in the 7th byte of the CHA field of the
CertificateContent, and shall set undefined EOV only if this byte has the value 6,
identifying the vehicle unit equipment type.

If the Motion Sensor equipment type is specified, the ERCA shall reject the key
certification request.

During signature production, the ERCA shall set the EquipmentType valueto O (as
required to identify a CA certificate).
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ANNEX B: ERCA PUBLIC KEY DISTRIBUTION FORMAT

B.1. The ERCA public key shall be distributed to Subscribers in the following format:

CHR: Certificate Holder Reference. 8 byte octet string identifying the ERCA, as defined in
Regulation 1360/2002 Annex |(B), Appendix 1, Section 2.36 [2]. This field shall be the

octet string:

‘FDh’ NationNumeric: European Community
‘45h" ‘43R *20h’ NationAlpha: ‘EC’

‘00h’ keySerialNumber

‘FFh *FFh’ additionalInfo

‘01h’ caldentifier

Test keys shall contain the values ‘54h’, *4Bh’ (‘TK’) in the additionalInfo field.
n The modulus of the public key of the Certificate Holder; size 128 bytes (1024 bits)

e The exponent of the public key of the Certificate Holder, size of 8 bytes (64 bits)

B.2. The ERCA public key shall be provided directly to Subscribers by trusted courier. The use
of atrusted courier establishes the authenticity and integrity of the public key.
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ANNEX C: KEY DISTRIBUTION

The physical media used to transport MSCA key certification requests, MSCA certificates, the
ERCA public key, and the motion sensor master keys are described below.

C.1.Transport Media

C.1.1. For official and for testing purposes, the ERCA shall accept key certification requests, and
distribute the ERCA public key, the motion sensor master keys, and the MSCA key
certificates on CD-R media.

C.1.2. The CD-R shall be 12 cm/ 74 minute mediain single-session mode (1SO 9660:1988
formatted). Filenames shall be in 8.3 format, where the filename extension shall betxt.

C.1.3. Officia key certification requests and key certificates shall be accompanied by a paper
copy of the data formatted according to atemplate defined by the ERCA.

C.14. For testing purposes only, the ERCA shall accept and dispatch key certification requests,
example certificates, and example keys on 3.5 inch DOS floppy disks, or as e-mail
attachments.

C.2.Transport Procedures

C.2.1. Officia MSCA key certification requests, MSCA key certificates, the ERCA public key,
and the motion sensor master keys shall be carried by EU diplomatic mail.

C.2.2. Limited use of the EU diplomatic mail service may be made for testing purposes, to
establish the procedures required.

C.2.3. MSCA key certification requests, MSCA key certificates, the ERCA public key, and the
motion sensor master keys, shall be handled by EU security officials in the offices of the
EU Representations in the Member State.
The addresses of the EU Representations may be found at the following URL:

http://europa.eu.int/comm/represent_en.htm
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